Shell Scripting Interview Questions And
Answers

Unlocking the Power of Shell Scripting: Interview Questions and Answers Hey scripting enthusiasts! Are you preparing
for a shell scripting interview and feeling a bit overwhelmed by the potential questions? You're not alone. Shell scripting is
a valuable skill in the tech world, opening doors to automation, system administration, and more. This comprehensive
guide breaks down common interview questions and answers, equipping you with the knowledge and confidence to ace
your next interview. Diving Deep into Shell Scripting Fundamentals Shell scripting, at its core, is about automating tasks
that would otherwise be performed manually. It allows you to define a series of commands and actions, making your
workflow more efficient and reliable. This automation is critical in many aspects of IT, from system maintenance to
software development.

Understanding the Basics

Before diving into complex questions, let's review some fundamental concepts. What *is* a shell? It's a command-line
interpreter that allows you to interact with the operating system. Different shells (like Bash, Zsh, Fish) offer various
features, but the core principles remain the same. Knowing the nuances of different shells is a plus, but understanding the
commonalities is vital. « Command Line Interface (CLI): Understanding how to use the command line effectively is
crucial. Knowing common commands like 'Is’, ‘cd’, ‘grep’, find’, and “awk’ is essential. « Variables and Data Types:
Variables are fundamental for storing data, and understanding different data types (strings, numbers) is key. This impacts
how data is manipulated within your scripts. « Control Structures: if", else’, “for’, ‘while’, ‘case” statements are the
backbone of any shell script. Understanding their syntax and purpose is essential. Consider how these control the flow of
commands.

Common Interview Questions & Answers

Here's a breakdown of typical shell scripting interview questions and how to answer them effectively. Question 1: What
are the different types of loops in shell scripting? Answer: Shell scripting supports ‘for" loops, ‘while" loops, and
“until’ loops. “for” loops iterate over a list of items. "while" loops continue as long as a condition is true. "until’ loops continue
until a condition is met. Providing examples of each type with clear explanations helps demonstrate understanding.
Question 2: How do you handle errors in shell scripts? Answer: Use 'if* statements with *$?" (the exit status) and error
messages to capture errors gracefully. Use “try...catch’ blocks if your shell supports them. This is critical for maintaining
script reliability. Using “trap” statements for signaling is also important. Question 3: Explain the difference between > and

>>" redirection operators. Answer: "> overwrites the content of a file, while >>" appends content to the end of a file.

Understanding the implications of each is important to prevent data loss or corruption. This distinction is crucial for script
reliability. Question 4: How can you write a script to sort a file? Answer: Demonstrate use of the ‘sort” command within a
script, along with possible options for sorting in various ways. Case Study: Automating a Backup Script Imagine a

scenario where you need to automate daily backups of critical files. !/bin/bash Define source and destination
source_dir="/path/to/source" dest_dir="/path/to/backup" Check if source directory exists if [ | -d "$source_dir" ]; then echo
"Error: Source directory '$source_dir' does not exist." exit 1 fi Create backup directory if it doesn't exist mkdir -p
"$dest_dir" Copy files cp -r "$source_dir"/* "$dest_dir" echo "Backup completed successfully." This example highlights
the use of variables, error handling, and file operations. Key Benefits of Shell Scripting « Automation: Streamline
repetitive tasks, saving time and effort. « Increased Efficiency: Automate mundane processes, leading to significant time

savings. * Improved Reliability: Execute tasks consistently without human intervention, reducing errors. « Cost
Reduction: Automate tasks, freeing up human resources for more strategic roles. Expert-Level FAQs 1. How do you



use regular expressions in shell scripts? 2. What are some best practices for writing readable and maintainable shell
scripts? 3. Explain the use of process substitution in shell scripting. 4. How can you implement parameter passing in shell

scripts? 5. Describe the role of environment variables in shell scripting, providing examples. Conclusion Mastering shell
scripting empowers you to automate tasks, streamline workflows, and enhance efficiency. By understanding the core
concepts and practicing with examples, you can confidently tackle shell scripting interview questions and showcase your
skills. Remember to focus on clarity, conciseness, and demonstrating your understanding of fundamental principles.
Keep practicing and refining your skills. The more you practice, the more confident you will become. Good luck with your
interviews!

Mastering the Shell: Your Comprehensive Guide to Shell Scripting
Interview Questions and Answers

The world of computing often hinges on the silent, powerful engine beneath the graphical interface: the command line.
And at the heart of command-line efficiency lies shell scripting. Whether you're automating tasks, managing systems, or
developing robust applications, a solid understanding of shell scripting is a game-changer. If you're eyeing a role that
involves system administration, DevOps, backend development, or even data analysis, you're likely to encounter shell
scripting interview questions. Fear not! This comprehensive guide will equip you with the knowledge and confidence to
ace those interviews. We'll delve into a wide range of topics, from fundamental concepts to more advanced scenarios,
providing clear, concise answers that will impress your potential employers. So, grab your favorite terminal, and let's get
scripting!

Why are Shell Scripting Skills So Valued?

Before we dive into the nitty-gritty of questions, it's crucial to understand *why* employers place such importance on shell
scripting. It's not just about knowing commands; it's about problem-solving, automation, and efficiency. * **Automation:**
Repetitive tasks are a time sink. Shell scripts can automate installations, deployments, backups, log analysis, and much
more, freeing up valuable human resources. * **System Administration:** Managing servers, users, processes, and file
systems is significantly streamlined with shell scripting. * **DevOps:** In the DevOps world, shell scripting is the glue that
connects various tools and processes, facilitating CI/CD pipelines and infrastructure management. * **Cross-Platform
Compatibility:** While nuances exist, many core shell scripting concepts translate across Unix-like systems (Linux,
macOS) and even Windows Subsystem for Linux (WSL). * **Understanding the System:** Writing shell scripts forces you
to understand how the operating system works, which is invaluable for troubleshooting and performance optimization.
Now, let's get to the questions!

Core Concepts: The Building Blocks of Shell Scripting

These questions test your foundational knowledge. They're often the first hurdle in an interview.

1. What is a Shell? What are some common Shells?

* **Answer:** A shell is a command-line interpreter that provides an interface between the user and the operating
system's kernel. It allows you to execute commands, run programs, and manage your system. When you type a
command, the shell reads it, interprets it, and then instructs the kernel to perform the requested action. Common shells
include: * **Bash (Bourne Again Shell):** The most prevalent shell on Linux systems and macOS. It's known for its
extensive features and backward compatibility with the original Bourne shell. * **Zsh (Z Shell):** Gaining popularity for its
advanced features like enhanced tab completion, spelling correction, and theme support. * **Sh (Bourne Shell):** The



original Unix shell, less commonly used directly today but foundational to many other shells. * **Ksh (Korn Shell):**
Another powerful shell that combines features of Bash and C shell. * **Csh (C Shell):** Known for its C-like syntax, though
less common in scripting than Bash or Zsh.

2. What is a Shell Script? Explain its purpose.

***Answer:** A shell script is a text file containing a sequence of commands that are executed by a shell. Its primary
purpose is to automate tasks, making them repeatable, efficient, and less prone to human error. Think of it as a small
program written in the shell's language.

3. How do you make a Shell Script executable?

* **Answer:** You use the ‘chmod’ command to change the file's permissions. The most common way is: chmod +x
your_script.sh This command adds execute permission (*+x’) to the file “your_script.sh’. After this, you can run the script
directly from the command line by specifying its path (e.g., "./your_script.sh™ if it's in the current directory).

4. What is the Shebang line? Why is it important?

* **Answer:** The shebang line, typically “#!/bin/bash’ or “#!/usr/bin/env bash’, is the very first line of a shell script. It's a
Unix convention that tells the operating system which interpreter should be used to execute the script. For example,
“#!/bin/bash’ explicitly tells the system to use the Bash interpreter located at /bin/bash’. The “#!/usr/bin/env bash’ variant
is often preferred as it finds the “bash” executable in the user's PATH, making the script more portable.

5. Explain the difference between ‘sh your_script.sh’ and "./your_script.sh'.

***Answer:** * “sh your_script.sh™: This command explicitly tells the shell (in this case, ‘sh’) to execute the commands
within the “your_script.sh’ file. The script doesn't need to be executable. The “sh’ interpreter reads the script and executes
it. * "./your_script.sh’: This command executes the script as a program. It requires the script to have execute permissions
(‘chmod +x your_script.sh’) and it will use the interpreter specified by the shebang line. The "/ indicates that the script is
located in the current directory. If the script is not in your PATH, you need to specify its location.

6. What are variables in shell scripting? How do you declare and use them?

* **Answer:** Variables are named storage locations used to hold data. In shell scripting, variables are typically strings. *
**Declaration/Assignment:** You assign a value to a variable using the equals sign ('="). There should be no spaces
around the equals sign. my_variable="Hello, World!" user_count=10 * **Usage:** You access the value of a variable by
prefixing its name with a dollar sign ('$’). echo $my_variable echo "Current users: $user_count" * **Best Practice:** It's
good practice to enclose variable values in double quotes (™) to prevent issues with spaces or special characters.
full_name="John Doe" echo "User: $full_name"

7. What are command-line arguments? How do you access them?

* **Answer:** Command-line arguments are values passed to a script when it's executed. They allow you to make your
scripts more flexible and dynamic. You can access them using special positional parameters: * "$0": The name of the
script itself. * "$17: The first argument. * "$2": The second argument, and so on. * “$#": The total number of arguments
passed to the script. * "$@" or "$*": All arguments passed to the script. ‘$@" is generally preferred as it treats each
argument as a separate word, even if they contain spaces when quoted. **Example:** If you run "./my_script.sh file1.ixt
"Another File.doc™, then: * "$0" would be "./my_script.sh™ * "$1" would be file1.txt" * "$2" would be ‘Another File.doc™ * "$#



would be 2" * "$@" would be “file1.txt "Another File.doc™

8. Explain the difference between ‘echo’ and 'printf'.

*% %

* **Answer:** * “echo’: A simple command to display text or variable values to standard output. It's straightforward but has
less formatting control. It often appends a newline character by default. echo "This is a message." echo "Variable value:
$my_var" * “printf": A more powerful command that allows for formatted output, similar to C's “printf" function. It offers
control over text alignment, character formatting, and more. It does *not* automatically append a newline unless
specified. printf "Hello, %s\n" "World" printf "Number: %d, String: %s\n" 123 "example" “printf" is generally preferred for

more complex or critical output formatting due to its predictability and control.

9. What are environment variables? Give some examples.

* **Answer:** Environment variables are dynamic named values that can affect the way running processes will behave on
a computer. They are part of the operating system's environment and are inherited by child processes. Examples: *
"PATH': Specifies the directories the shell searches for executable commands. * 'HOME'™: The home directory of the
current user. * 'USER™ or LOGNAME': The username of the current user. * 'PWD": The current working directory. *
"SHELL": The default login shell for the user. You can view them using ‘env’ or “printenv’. You can set a temporary
environment variable for the current session using ‘export VAR_NAME=value'.

10. What are wildcards (globbing)? Give examples.

***Answer:** Wildcards, also known as globbing, are special characters used in shell commands to match patterns of
filenames. They allow you to refer to multiple files with a single expression. Common wildcards: * ™*": Matches zero or
more characters. * 'Is *.ixt": Lists all files ending with ".txt". * 'rm temp_*": Removes all files starting with ‘temp_". * *?":
Matches exactly one character. * 'Is file?.log™: Matches file1.log’, fileA.log’, but not file10.log™. * [...] : Matches any single
character within the brackets. * 'Is [aeiou]*.txt": Lists ".ixt files that start with a vowel. * 'Is file[0-9].txt™: Matches file0.txt"
through “file9.txt™. * !...]: Matches any single character *not* within the brackets. * “Is [10-9]*.txt™: Lists ".ixt" files that do not
start with a digit.

Control Flow and Logic: Making Scripts Smarter

These questions delve into how you control the execution of your scripts.

11. Explain conditional statements in shell scripting (if, elif, else, case).

* **Answer:** Conditional statements allow your script to make decisions based on certain conditions. * **'if’ statement:**
Executes a block of code if a condition is true. if [ condition ]; then # commands to execute if true fi * **"if-else”
statement:** Executes one block of code if the condition is true, and another if it's false. if [ condition ]; then # commands if
true else # commands if false fi * **"if-elif-else” statement:** Allows for multiple conditions to be checked in sequence. if |
condition1 ]; then # commands if condition1 is true elif [ condition2 ]; then # commands if condition2 is true else #
commands if all above are false fi * ***case” statement:** A more readable way to handle multiple choices based on a
single variable or expression. case $variable in pattern1) # commands for patterni ;; pattern2|pattern3) # commands for
pattern2 or pattern3 ;; *) # default case # commands for any other value ;; esac **Key elements:** * " or “test: Used to
evaluate conditions. Note the spaces required around | and T". * Common test operators: *-eq’ (equal), *-ne” (not equal),
-It” (less than), *-le” (less than or equal), -gt” (greater than), -ge" (greater than or equal) for numbers. * String comparison
operators: =" (equal), '|=" (not equal), -z" (string is empty), -n" (string is not empty). * File test operators: -’ (is a regular
file), *-d" (is a directory), -e" (exists), *-r" (readable), -w" (writable), *-x" (executable).



12. What are loops in shell scripting? Explain different types (for, while,
until).

***Answer:** Loops allow you to execute a block of commands repeatedly. * ***for" loop:** lterates over a list of items. #
Looping over a list of strings for item in apple banana cherry; do echo "Fruit: $item" done # Looping over command output
for file in $(Is *.txt); do echo "Processing file: $file" done # C-style for loop for ((i=1; i<=5; i++)); do echo "Count: $i" done *
***while” loop:** Executes a block of commands as long as a condition is true. count=1 while [ $count -le 5 ]; do echo
"Current count: $count" count=$((count + 1)) # Increment count done
long as a condition is false (i.e., until the condition becomes true). count=1 until [ $count -gt 5 ]; do echo "Still counting:
$count" count=$((count + 1)) done

* kK>

until” loop:** Executes a block of commands as

13. What is the difference between '&& and |

" in shell scripting?

* **Answer:** These are logical operators used for command chaining and conditional execution. * "&&" (AND operator):
The command on the right will only execute if the command on the left succeeds (returns an exit status of 0). command1
&& command2 # If command1 fails, command2 is not executed. Example: ‘grep "error" logfile.txt && echo "Errors found!™
*||" (OR operator): The command on the right will only execute if the command on the left fails (returns a non-zero exit
status). command1 || command?2 # If command1 succeeds, command2 is not executed. Example: ‘ping -c 1 google.com ||
echo "Network is down.™

14. Explain exit statuses. What is '$?'?

* **Answer:** Every command executed in a shell returns an exit status, which is an integer value indicating whether the
command executed successfully or not. * An exit status of 0" typically signifies success. * A non-zero exit status (usually
1" to "255") indicates an error or failure. “$?" is a special shell variable that holds the exit status of the most recently
executed foreground command. You can use it to check if a command succeeded before proceeding. Is non_existent_file
if [ $? -ne 0 ]; then echo "Error: 'ls' command failed." fi

15. What are functions in shell scripting? How do you define and call them?

* **Answer:** Functions are blocks of code that can be defined and reused within a script. They help in organizing code,
improving readability, and avoiding repetition. **Definition:** # Method 1: my_function() { echo "This is my function.” echo
"Arguments received: $@" } # Method 2: function another_function { echo "This is another function." } **Calling:**
my_function "arg1" "arg2" another_function Functions can also accept arguments, which are accessed using positional
parameters ('$1°, "$2°, etc.) within the function, similar to script arguments. The special ‘$@" variable is used to access all
arguments passed to the function.

Input/Output Redirection and Pipes

These concepts are crucial for manipulating data streams.

16. What is Input/Output (I/0) redirection? Explain different types.

***Answer:** 1/O redirection allows you to redirect the standard input, standard output, and standard error of commands
to or from files or other commands. * **Standard Output (‘stdout’):** The normal output of a command. * *>": Redirects
‘stdout’ to a file, overwriting the file if it exists. Is -1 > file_list.txt * ">>": Redirects “stdout’ to a file, appending to the end if
the file exists. echo "Log entry." >> activity.log * **Standard Error (‘stderr’):** Error messages from a command. * "2>":
Redirects “stderr’ to a file, overwriting. find / -name "secret.ixt" 2> error.log * "2>>": Redirects “stderr’ to a file, appending. *



**Redirecting both ‘stdout” and “stderr™:** * "&>" or ">&": Redirects both ‘stdout” and “stderr” to a file (overwrite).
J/my_script.sh &> output_and_errors.log * '&>>": Redirects both ‘stdout” and ‘stderr” to a file (append). * **Standard Input
(‘stdin’):** The input to a command. * <: Redirects “stdin” from a file. sort < unsorted_data.txt * '<17. What is a pipe? How
does it work? Give an example.

***Answer:** A pipe (') is a mechanism that connects the “stdout’ of one command to the “stdin” of another command. It
allows you to chain commands together, creating powerful data processing pipelines. The output of the command on the
left becomes the input for the command on the right. **Example:** Is -l | grep ".sh" | wc -I * 'Is -I': Lists files in the current
directory in long format. * °| grep ".sh™: Takes the output of 'Is -I" and filters it, keeping only lines that contain ".sh™. * | wc -
I': Takes the output of ‘grep” (which is a list of shell scripts) and counts the number of lines. This entire pipeline efficiently
counts the number of shell script files in the current directory.

18. What are file descriptors? Briefly explain common ones.

* **Answer:** File descriptors are non-negative integers that the kernel uses to identify open files or other I/O resources
for a process. They act as handles to these resources. Common file descriptors: * "0: Standard Input (‘stdin’) * "1
Standard Output (‘'stdout’) * 2": Standard Error (‘stderr’) When you redirect, you're essentially manipulating these file
descriptors. For example, ‘command > file” redirects file descriptor 1" (stdout) to a file. ‘command 2> error.log” redirects
file descriptor 2" (stderr) to “error.log'.

Text Processing and Utilities

Shell scripting is heavily used for text manipulation.

19. Explain common text processing utilities like ‘grep’, sed’, ‘awk'.

* **Answer:** These are indispensable tools for working with text data. * ***grep” (Global Regular Expression Print):**
Used to search for patterns (using regular expressions) within files or input streams. * “grep "pattern” filename™: Finds
lines containing "pattern" in ‘filename’. * “grep -i "pattern” filename: Case-insensitive search. * “grep -v "pattern” filename™:
Inverts the match, showing lines that *do not* contain "pattern”. * “grep -r "pattern” directory™: Recursively searches for
"pattern” in files within a directory. * **sed’ (Stream Editor):** Used for performing text transformations on an input stream
(afile or input from a pipe). It operates on a line-by-line basis. * “sed 's/old/new/g' filename™: Substitutes all occurrences of
"old" with "new" in filename™. The "g" flag means "global" (replace all occurrences on a line). * “sed '/pattern/d' filename™
Deletes lines containing "pattern”. * 'sed '1,5p' flename™: Prints lines 1 through 5. * **"awk’™:** A powerful pattern scanning
and processing language. It reads input line by line, splitting each line into fields, and allows you to perform actions based
on patterns and field values. * "awk '{print $1, $3}' flename’: Prints the first and third fields of each line in “filename’. By
default, fields are separated by whitespace. * "awk -F',' {print $1}' filename’: Uses a comma as the field separator and
prints the first field. * "awk '/pattern/ {print $0}' filename’: Prints lines that match "pattern”. * "awk 'BEGIN {print "Header"}
{print $0} END {print "Footer"}' filename’: Executes code before processing any lines (BEGIN’) and after all lines are
processed ((END").

20. What are regular expressions (regex)? Give an example of a common
use case in shell scripting.

* **Answer:** Regular expressions are sequences of characters that define a search pattern. They are used in tools like
‘grep’, 'sed’, and ‘awk’ to match, locate, and manipulate text. **Example Use Case:** Finding email addresses in a log
file. Let's say you have a log file (‘server.log’) and you want to extract all email addresses. A simplified regex for an email
address might look something like this: [a-zA-Z0-9._%+-]+@[a-zA-Z0-9.-]+\.[a-zA-Z]{2,}". You could use "grep’ with this
regex: grep -0 -E '[a-zA-Z0-9._%+-]+@[a-zA-Z0-9.-1+\.[a-zA-Z]{2,} server.log * -0: Only prints the matched parts of a



matching line. * *-E: Enables extended regular expressions (ERE), which are more powerful and often easier to read.

Advanced Topics and Best Practices

These questions probe deeper into your understanding and how you approach writing robust scripts.

21. What is process substitution?

* **Answer:** Process substitution is a feature in shells like Bash and Zsh that allows the output of a command to be
treated as if it were a file. It's a powerful way to pass the output of a command to commands that expect a filename as an
argument. * "<()": Creates a named pipe (or a file in /dev/fd/") that reads from the command inside. diff <(Is dir1) <(Is dir2)
This command compares the output of “Is dir1” with the output of 'Is dir2" as if they were two separate files. * *>(): Creates
a named pipe that writes to the command inside. Less commonly used directly for simple redirection.

22. Explain the ‘trap' command.

***Answer:** The “trap” command is used to specify commands that should be executed when the shell receives a
particular signal. Signals are a form of inter-process communication. The most common use case is to clean up
temporary files or release resources when a script is interrupted (e.g., by Ctrl+C). #!/bin/bash # Define a cleanup function
cleanup() { echo "Cleaning up..." rm -f /timp/my_temp_file.$$ # Remove temporary file exit 0 # Exit cleanly } # Trap
SIGINT (Ctrl+C) and SIGTERM signals and call the cleanup function trap cleanup SIGINT SIGTERM echo "Creating
temporary file..." touch /tmp/my_temp_file.$$ # $$ is the process ID of the script echo "Script running. Press Ctrl+C to
interrupt.” sleep infinity # Keep the script running indefinitely When you press "Ctrl+C" (which sends SIGINT), the
“cleanup’ function is executed, removing the temporary file before the script exits.

23. What is a here document (<

Shell scripting remains a cornerstone of system administration and automation, making it a frequent topic in technical
interviews. Whether you're preparing for a role in DevOps, system engineering, or backend development, understanding
core shell scripting concepts is essential. This article explores the most impactful interview questions and answers,
offering deep insights into the practical and theoretical aspects of shell scripting.

Fundamentals of Shell Scripting Shell scripting involves writing
programs that are interpreted and executed by Unix-like operating
systems’ command interpreters, commonly Bash. At its heart, a
shell script is just a plain text file containing a sequence of
commands, logical structures, and control flows—much like any
other programming language, but optimized for system tasks.
Scripts start with a shebang line (#!/bin/bash), which tells the
system to execute the file using the Bash shell. Understanding



how shells interpret scripts—including variable handling, script
execution context, and environment variables—is crucial. These
fundamentals form the backbone of more advanced scripting
practices, enabling automation of repetitive tasks, batch
processing, and system maintenance.

One key insight interviewers often probe is how scripts interpret
user input and manage environment variables. For instance,
recognizing that environment variables are inherited from the
shell’s runtime context, and that scripts can manipulate them
using or, reveals a candidate’s grasp of system-level interactivity.
Mastery here not only helps write robust scripts but also
troubleshoot unexpected behaviors, such as variable scope
issues or path resolution problems.

Core Concepts in Shell Scripting Mastery of control
structures—conditionals, loops, and error handling—constitutes a
central pillar of interview readiness. Conditional statements like , ,
and allow scripts to make decisions based on file states, input
parameters, or environmental conditions. Loops such as , , and
enable repetitive execution, essential for batch processing logs,
files, or system checks. Proper use of and operators ensures
graceful error handling, allowing scripts to respond dynamically
to failures without abrupt crashes.

A deeper understanding of string manipulation and parameter
parsing is equally vital. Scripts frequently process command-line
arguments, environment variables, and file contents, requiring
skills in quoting, escaping, pattern matching, and regex. For
example, safely extracting input using , , or demonstrates
awareness of edge cases, such as missing arguments or



whitespace. Equally important is recoghizing common
pitfalls—like unquoted variables leading to unintended word
splitting—and applying best practices to maintain script reliability.

Practical Applications and Real-World Use Cases Shell scripts are
indispensable in system administration, DevOps pipelines, and
continuous integration environments. They automate routine
tasks such as log rotation, user management, backup scheduling,
and service monitoring. In CI/CD workflows, shell scripts integrate
seamlessly with tools like Jenkins or GitHub Actions to trigger
builds, run tests, and deploy updates. Their lightweight nature and
direct access to system commands make them ideal for rapid
prototyping and environment setup.

Beyond automation, shell scripting plays a key role in monitoring
and alerting systems. Scripts can parse system metrics, compare
thresholds, and send notifications via email or messaging APIs
when anomalies occur. This proactive approach enhances system
stability and reduces downtime. Furthermore, version-controlled
shell scripts enable teams to track changes, collaborate
efficiently, and maintain consistent configurations across
environments—critical in modern infrastructure-as-code
practices.

Benefits of Shell Scripting in Technical Roles One of the major
advantages of shell scripting is its seamless integration with Unix-
like systems. It requires no compilation, operates instantly in
terminal environments, and leverages built-in tools like , , , and
—powerful utilities already available in most Linux distributions.



This accessibility lowers the entry barrier while enabling rapid
development and deployment.

From a professional standpoint, proficiency in shell scripting
signals strong problem-solving ability, attention to detail, and
familiarity with system operations. It empowers engineers to build
scalable automation solutions without relying on complex
external tools. As organizations increasingly adopt cloud-native
and hybrid infrastructures, the demand for skilled shell scripters
continues to grow. Those who master scripting gain a significant
edge, especially in roles requiring hands-on system control and
high-efficiency workflows.

Future Outlook and Evolving Trends While newer languages and
automation frameworks gain traction, shell scripting remains
deeply embedded in system administration and DevOps. The rise
of infrastructure-as-code tools like Terraform and Ansible does
not replace shell scripts but complements them—scripts often
serve as lightweight glue logic within larger automation
frameworks. Additionally, modern CI/CD platforms continue to
embrace shell scripts for their simplicity and speed, particularly in
early-stage testing and deployment scripts.

Looking ahead, the integration of shell scripting with emerging
technologies—such as serverless computing, container
orchestration, and cloud-native environments—will expand its
relevance. While advanced scripting may incorporate modular
design patterns, error resilience, and security best practices, the
core principles of clarity, efficiency, and system awareness will
endure. As systems grow more complex, the ability to write clean,
maintainable shell scripts remains a vital skill, bridging human



intent with machine execution in an ever-evolving technological
landscape.

Shell Scripting Interview Questions and
Answers: Ace Your Next Technical Interview

In the realm of system administration, DevOps, and software
development, proficiency in shell scripting is often a non-
negotiable skill. Whether you're navigating Linux servers,
automating deployments, or managing cloud infrastructure, a
solid understanding of shell scripting, particularly Bash, is
paramount. If you're preparing for a technical interview,
anticipating and mastering common shell scripting interview
questions is crucial for demonstrating your competence and
landing that coveted role.

This comprehensive guide dives deep into the most frequently
asked shell scripting interview questions and answers, providing
detailed explanations, practical examples, and insights into the
underlying concepts. We'll cover everything from fundamental
syntax and control flow to advanced topics like process
management, regular expressions, and error handling. So, buckle
up and get ready to impress your interviewer with your shell
scripting prowess.

Understanding the Fundamentals: Core Concepts and Syntax

Before diving into complex scenarios, interviewers will often start
by assessing your grasp of the basic building blocks of shell



scripting. These questions ensure you have a foundational
understanding of how scripts are written and executed.

1. What is Shell Scripting and Why is it Important?

Answer: Shell scripting involves writing a series of commands in a
scripting language, typically for Unix-like operating systems
(Linux, macOS), to automate tasks. The most common shell is the
Bourne Again Shell (Bash). Its importance stems from its ability
to:

1. Automate repetitive tasks: From file manipulation and system
monitoring to software installation and deployment.

2. Improve efficiency: Saves time and reduces the likelihood of
human error in complex operations.

3. System administration: Essential for managing servers, user
accounts, and system resources.

4. DevOps workflows: Integral for continuous integration,
continuous delivery (ClI/CD) pipelines, and infrastructure as
code (laC).

5. Cross-platform compatibility: Many scripts can be adapted
across different Unix-like environments.

LSI Keywords: automation, Bash, Unix, Linux, system
administration, DevOps, CI/CD, infrastructure as code.

2. Explain the Shebang Line.

Answer: The shebang line, typically #!/bin/bash’ or #!/bin/sh’, is
the very first line of a shell script. It's an interpreter directive that
tells the operating system which interpreter to use to execute the
script. For example, #!/bin/bash’ instructs the system to use the



Bash shell to run the script.

Example:

#!/bin/bash
# This is a simple Bash script
echo "Hello, World!"

3. What are Variables in Shell Scripting? How do you declare and use
them?

Answer: Variables are used to store data. In shell scripting,
variables are typically strings. They are declared and assigned
values using the equals sign ('=’), without spaces around it. To
use a variable, you prefix its name with a dollar sign ('$).

Example:
# Declaration and assignment

my name="Alice"
my_ age=30

# Usage

echo "My name is $my name and I am $my_age years
old."

echo "Your home directory is: $HOME"

Key Point: Environment variables (like HOME', PATH', USER)
are pre-defined and accessible without explicit declaration.

4. Differentiate between single quotes (") and double quotes (") in Bash.

Answer:

1. Single Quotes ("): Treat the enclosed text literally. Variable



expansion, command substitution, and arithmetic expansion are
disabled.

2. Double Quotes ('"): Allow variable expansion, command
substitution, and arithmetic expansion. They also interpret
certain special characters like backticks (" * ) and backslashes

(V).

Example:

name="Bob"

echo 'Hello, $name’ # Output: Hello, $name
(literal)

echo "Hello, $name" # Output: Hello, Bob

(variable expansion)

date_ output=$(date)

echo 'Today is: $date output' # Output: Today is:
$date output

echo "Today is: $date output" # Output: Today is:
Tue Nov 28 10:30:00 UTC 2023 (command substitution)

Related concept: Escaping characters using a backslash ().

5. What is Command Substitution? Give an example.

Answer: Command substitution allows you to capture the output
of a command and use it as a value for a variable, as an argument
to another command, or within an expression. It can be done
using backticks (" ‘command ) or the ‘$(command) syntax. The
‘$(command)’ syntax is generally preferred as it's more readable
and supports nesting.



Example:

# Using $(command)
current_dir=$(pwd)
echo "You are currently in: $current_dir"

# Using backticks (older syntax)
# current_dir="pwd’
# echo "You are currently in: $current _dir"

# Nested command substitution

files_in _current _dir=$(ls -1 | grep -v '~d' | wc -1)
echo "Number of files (excluding directories):
$files_in_current_dir"

LSI Keywords: command execution, output redirection, parsing
output.

6. Explain the difference between ‘source and .

Answer: Both 'source and . (a single dot) are used to execute a
shell script in the current shell environment. This means that any
variables or functions defined in the sourced script become
available in the current shell. This is crucial for loading
configuration files or setting up environment variables.

Example:

# my_config.sh
export MY_VAR="Hello from config"

# In your terminal:



source my config.sh
echo $MY VAR # Output: Hello from config

# Or using the dot:
. my_config.sh
echo $MY VAR # Output: Hello from config

Contrast: Executing a script directly (e.g., ./my_script.sh’) runs it
in a subshell, so its environment changes are not reflected in the
parent shell.

Control Flow and Logic: Making Decisions in Scripts

Robust shell scripts require the ability to make decisions and
execute code blocks conditionally. These questions test your
understanding of control structures.

7. Explain if, "elif’, ‘else’ statements.

Answer: These statements are used for conditional execution. The
‘if statement checks a condition; if true, the code block within ‘if
is executed. ‘elif (else if) provides an alternative condition to
check if the preceding 'if or elif conditions were false. ‘else’
executes its code block if none of the preceding conditions are
true.

Syntax:

if [ conditionl ]
then
# commands if conditionl 1is true
elif [ condition2 ]
then



# commands if condition2 is true
else

# commands if all preceding conditions are false
fi

Common test conditions: String comparison (-eq’, -ne’, -gt, -It, -
ge, -le’ for numbers; =, '!=" for strings), file tests ('-f for file, -d’
for directory, -r for readable, -w’ for writable, -x" for executable),
existence ('-e).

8. What is the ‘case’ statement? Provide an example.

Answer: The case statement is used for pattern matching, similar
to a switch statement in other programming languages. It allows
you to execute different commands based on whether a given
expression matches one of several patterns.

Syntax:

case "$variable" in
patternl)
# commands for patternl
pattern2|pattern3)
# commands for pattern2 or pattern3
*)
# default case (matches anything else)

esac

Example:



read -p "Enter a fruit: " fruit

case "$fruit" in

apple)

echo "Apples are red or green."
banana)

echo "Bananas are yellow."
orange|grape)

echo "Oranges and grapes are fruits."
*)

echo "I don't know about that fruit."

esac

9. Explain the difference between '|| (OR) and '&& (AND) in shell scripting.

Answer: These are logical operators used to chain commands or
conditions. They are based on the exit status of commands (0 for
success, hon-zero for failure).

1. '&& (AND): The second command executes only if the first
command succeeds (returns an exit status of 0).

2. || (OR): The second command executes only if the first
command fails (returns a non-zero exit status).

Example:

# Create a directory and then change into it, only
if creation is successful



mkdir my new dir && cd my new dir

# Try to remove a file, and if it fails, print an
error message

rm non_existent file.txt || echo "Error: File not
found."

Use case: Often used in conjunction with 'if statements or directly
as command modifiers.

Loops and lteration: Repeating Tasks Efficiently

Automation often involves processing multiple items. Loops are
essential for this.

10. Explain the for loop in Bash.

Answer: The ‘for loop iterates over a list of items. It can iterate
over a sequence of numbers, a list of strings, or the results of a
command substitution.

Syntax (List of items):

for item in list of items

do
# commands to execute for each item
echo "Processing: $item"

done

Example:

# Iterating over a list of strings
for fruit in apple banana cherry
do



echo "I like $fruit"
done

# Iterating over files in a directory
for file in *.txt
do

echo "Found text file: $file"
done

# C-style for loop (less common in Bash, but good to

know)
for (( i=1; i<=5; i++ ))
do

echo "Count: $i"
done

LSI Keywords: iteration, list processing, file globbing.

11. Explain the ‘while' loop in Bash.

Answer: The ‘while’ loop executes a block of commands as long
as a specified condition is true. It's often used for reading from
files line by line or until a certain condition is met.

Syntax:

while [ condition ]
do

# commands to execute as long as condition is
true

# ensure the condition eventually becomes false
to avoid infinite loops



done
Example:

count=1
while [ $count -le 5 ]
do
echo "Count is: $count"
count=$((count + 1)) # Increment the counter
done

# Reading from a file line by line
while IFS= read -r line
do

echo "Line content: $line"
done < my_ file.txt

Key Consideration: Infinite loops are a common pitfall; ensure the
loop's termination condition is met.

12. Explain the "until’ loop in Bash.

Answer: The until’ loop is the opposite of the ‘while loop. It
executes a block of commands as long as a specified condition is
false. It continues until the condition becomes true.

Syntax:

until [ condition ]
do

# commands to execute until condition is true
done



Example:

counter=10
until [ $counter -eq 0 ]
do
echo "Countdown: $counter"”
counter=$((counter - 1))
done
echo "Blast off!"

13. What are ‘break’ and ‘continue’ in loops?

Answer:

1. ‘break’: Exits the current loop immediately, regardless of the
loop's condition.

2. ‘continue’: Skips the rest of the current iteration of the loop and
proceeds to the next iteration.

Example:

for 1 1in12 3 45

do
if [ $1 -eq 3 ]
then
echo "Skipping iteration $i with continue."
continue # Skip processing for 1=3
fi

if [ $1 -eq 5 1]
then
echo "Breaking loop at iteration $i."



break # Exit loop when i=5
fi

echo "Processing iteration $i"
done

Functions and Modularity: Organizing Your Code

As scripts grow in complexity, functions become essential for
code reusability and organization.

14. How do you define and call a function in Bash?

Answer: Functions allow you to group a set of commands that can
be executed by calling the function name. This promotes
modularity and avoids code duplication.

Syntax:

function function_name {
# commands
# return value (optional)
}
# or
function name () {
# commands
# return value (optional)

# Calling the function
function_name

Example:



#!/bin/bash

# Define a function to greet someone
greet_user () {

local name="$1" # Use local to define variable
within function scope

echo "Hello, $name!"

# Call the function
greet_user "Alice"
greet_user "Bob"

LSl Keywords: code reusability, modularity, subroutines.

15. How do you pass arguments to a function? How do you return a value?

Answer:

1. Arguments: Arguments are passed to a function by simply
listing them after the function name when calling it. Inside the
function, they are accessed using positional parameters: $1 for
the first argument, '$2" for the second, and so on. '$@
represents all arguments, and ‘$*" also represents all arguments,
but behaves differently with quotes.

2. Return Value: Functions in Bash don't "return” values like in
many programming languages. Instead, they typically
communicate results via:

1. Standard Output: The most common way. The function
‘echo’es the desired result, and the caller captures it using
command substitution ‘$(function_name).



2. Exit Status: The ‘return’ command sets the exit status of the
function (0 for success, non-zero for failure). This is checked
using $?.

3. Global Variables: A function can modify a global variable,
making its effect visible to the caller.

Example:

#!/bin/bash

# Function to add two numbers and return the sum via
stdout
add _numbers () {

local numl="$1"

local num2="$2"

echo $((numl + num2)) # Return sum via stdout

# Function to indicate success or failure
check file exists () {
local filename="$1"
if [ -f "$filename" ]; then
echo "File '$filename' exists.™
return 0 # Success

else
echo "File '$filename' does not exist."

return 1 # Failure
fi



# Calling add numbers and capturing output
sum=$(add_numbers 10 20)
echo "The sum is: $sum"

# Calling check file exists and checking exit status
check file exists "my document.txt"
if [ $? -eq 0 ]; then
echo "File check was successful."
else
echo "File check failed."
fi

File System and Text Processing: Manipulating Data

Shell scripting is heavily used for file manipulation and text
processing. These questions test your ability to work with data.

16. What are the common ways to redirect input and output?

Answer: Redirection allows you to control where a command's
input comes from and where its output goes. Standard streams
are:

1. Standard Input (stdin, file descriptor 0): The default input source
for a command.

2. Standard Output (stdout, file descriptor 1): The default output
destination for a command.

3. Standard Error (stderr, file descriptor 2): The default output
destination for error messages.

Redirection Operators:

1. >' (Redirect stdout): Overwrites the destination file. command >



file’

2. >>" (Append stdout): Appends to the destination file. command
>> file’

3. < (Redirect stdin): Reads input from a file. 'command < file’

4. 2>’ (Redirect stderr): Overwrites the destination file. command
2> error_log.txt’

5. ‘&> or >& (Redirect stdout and stderr): Redirects both to the
same file. command &> combined_log.txt'

6. | (Pipe): Chains the stdout of one command to the stdin of
another. command1 | command2’

Example:

# List files and append to a log
ls -1 > file list.txt

# Append errors to a separate file
find /etc -name "*.conf" 2> find _errors.log

# Redirect both stdout and stderr to the same file
grep "error" /var/log/syslog &> all _errors.log

# Pipe output of 1s to grep
1s -1 | grep ".sh"

LSI Keywords: file descriptor, standard streams, pipe operator,

logging.

17. What is ‘'grep used for? Explain regular expressions in the context of
‘grep .

Answer: ‘grep (Global Regular Expression Print) is a powerful



command-line utility for searching plain-text data sets for lines
that match a regular expression. It's fundamental for text
searching and pattern matching in shell scripts.

Basic Usage: grep 'pattern’ file’

Regular Expressions (Regex): These are sequences of characters
that define a search pattern. Common regex metacharacters used
with ‘grep’ include:

1. .: Matches any single character.

2. *': Matches the preceding element zero or more times.

3. +: Matches the preceding element one or more times (extended
regex -E’).

4. '?": Matches the preceding element zero or one time (extended
regex -E’).

5. 'A': Matches the beginning of a line.

6. '$: Matches the end of a line.

7. '[1': Matches any single character within the brackets (e.g.,
‘[aeiou] matches any vowel).

8. (): Groups patterns (extended regex -E’).

9. '|': Alternation (OR) (extended regex -E’).

‘grep options:

. -i': Case-insensitive search.

. -v': Invert match (find lines that *don't* match).

. -w': Match whole words only.

. -n": Show line numbers.

. -r’ or -R’: Recursive search through directories.

o Ol A WN =

-E": Use extended regular expressions.



Example:

# Find lines containing "error"
grep "error" /var/log/messages

# Find lines starting with "DEBUG"
grep "“DEBUG" my_app.log

# Find lines ending with a digit
grep "[0-9]$" data.txt

# Find lines with "cat" or "dog" (using extended
regex)
grep -E "cat|dog" animals.txt

LSl Keywords: pattern matching, text search, regex, regular
expressions, command-line utilities.

18. What are ‘sed’ and ‘awk'? When would you use them?

Answer:

1. 'sed’ (Stream Editor): A powerful non-interactive text editor that
processes input streams (files or piped input) one line at a time.
It's ideal for simple transformations, substitutions, deletions,
and insertions on text.

1. Common use: ‘sed 's/old_text/new _text/g’ file' (substitute all
occurrences of ‘old_text with 'new_text).

2. 'awk’ (Aho, Weinberger, Kernighan): A more sophisticated text-
processing tool that excels at parsing structured text and
generating reports. It works by scanning files line by line,
splitting each line into fields (default delimiter is whitespace),



and executing actions based on patterns.

1. Common use: awk '{ print $1, $3 }' file’ (print the first and third
fields of each line). It's great for data extraction,
summarization, and generating formatted output.

When to use them:

1. Use ‘grep for simple searching.

2. Use ‘sed for find-and-replace operations or simple line
manipulation.

3. Use ‘awk’ for more complex text parsing, field manipulation,
conditional processing based on fields, and generating reports
from structured data.

Example:

# Using sed to replace "Error" with "Warning" in a
log file
sed 's/Error/Warning/g' error.log > warnings.log

# Using awk to extract username and UID from
/etc/passwd
awk -F':' '{ print $1, $3 }' /etc/passwd

LSI Keywords: text transformation, stream editing, data parsing,
report generation, command-line tools.

19. Explain file globbing. Give examples.

Answer: File globbing (or wildcard expansion) is a shell feature
that allows you to specify a pattern to match filenames. The shell
expands these patterns into a list of matching filenames before



the command is executed.

Common Globbing Characters:

1. *: Matches any sequence of zero or more characters.

2. '?": Matches any single character.

3. '[I': Matches any single character within the brackets.

4. {}: For brace expansion, creates multiple strings from a list of
alternatives.

Example:

# List all files ending with .sh
1s *.sh

# List all files starting with 'a' and ending with
Iel
1ls a*e

# List files with a single character extension
(e'gl, -C; -h, -0)
1ls *.7?

# List files named filel, file2, ..., filelO (using
brace expansion)

echo file{l..10}.txt

# Output: filel.txt file2.txt ... filelO.txt

# List files in a specific directory
1ls /var/log/syslog*



# Using globbing with commands

mv *.tmp /tmp/

rm old log [0-9][0-9][0-9][0-9]-[0-9][0-9]-
[0-9][0-9].10g # Match YYYY-MM-DD format

LSI Keywords: wildcard expansion, pattern matching, file
manipulation, command-line shortcuts.

Process Management and System Interaction

Understanding how to interact with running processes and the
system itself is crucial for system administration and
troubleshooting.

20. What are background and foreground processes? How do you manage
them?

Answer:

1. Foreground Processes: A process that is currently attached to
the terminal and receives input from it. You can interact with it
directly.

2. Background Processes: A process that runs independently of
the terminal. It doesn't receive input from the terminal, and you
can continue to use the terminal for other tasks.

Management:

1. Running a command in the background: Append an ampersand
(&) to the command. long_running_ command &

2. Bringing a background process to the foreground: Use the fg’
command. fg %job_number’ (or fg if it's the most recent
background job).



3. Listing background jobs: Use the ‘jobs’ command.

4. Terminating a background process: Use kill %job_number.

5. Stopping a foreground process: Press Ctrl+Z'. This suspends
the process and sends it to the background. You can then use
‘fg to resume it or 'bg’ to run it in the background.

LSI Keywords: job control, process control, terminal management,
multitasking.

21. Explain 'ps’, ‘top, and "htop'.

Answer: These are essential tools for monitoring system
processes:

1. ps (Process Status): Provides a snapshot of currently running
processes. It has many options to customize the output.
Common usage: 'ps aux or ps -ef.

1. ‘a: Show processes for all users.

2. 'u: Display in user-oriented format.

3. 'x’: Show processes not attached to a terminal.
4. -e: Select all processes.

5. -f': Full format listing.

2. 'top (Table of Processes): A dynamic, real-time process viewer.
It displays a list of the most CPU-consuming processes and
updates the list interactively. It shows CPU usage, memory
usage, process IDs (PIDs), command names, etc.

3. 'htop’ (Interactive Process Viewer): An improved, more user-
friendly, and interactive version of ‘top'. It offers color-coded
output, mouse support, and easier navigation and process
management (killing, renicing).

LSI Keywords: process monitoring, system performance, CPU



usage, memory usage, resource management.

22. What is a PID? How do you kill a process?

Answer:

1. PID (Process ID): A unique number assigned by the operating
system to each running process. It's used to identify and
manage processes.

2. Killing a Process: The kil command is used to send signals to
processes. The most common signals are:

1. SIGTERM (15, default): Gracefully terminate a process,
allowing it to clean up.

2. 'SIGKILL' (9): Forcefully terminate a process immediately. Use
this as a last resort.

You typically need the PID of the process you want to Kill.

Example:

# Find the PID of a process (e.g., 'my daemon')
pgrep my_daemon

# Or

ps aux | grep my_daemon

# Kill a process gracefully
kill PID

# Forcefully kill a process
kill -9 PID

# Using pkill (kills based on process name)
pkill my_ daemon



pkill -9 my daemon

LSI Keywords: process termination, signals, signal handling,
process identification.

Error Handling and Script Robustness

Well-written scripts are resilient and handle errors gracefully.
These questions assess your awareness of best practices.

23. How do you handle errors in shell scripts?

Answer: Robust error handling is crucial. Key techniques include:

1. Checking Exit Codes: After executing a command, check its exit
status ('$?). A value of 0 typically indicates success, while non-
zero indicates an error.

2. ‘set -e (errexit): Causes a script to exit immediately if a
command exits with a non-zero status. This is a powerful way to
prevent unexpected behavior.

3. 'set -u (nounset): Causes a script to exit immediately if it tries to
use an uninitialized variable.

4. ‘set -o pipefail (pipefail): If any command in a pipeline fails, the
pipeline’s return status is the exit status of the last command
that failed (instead of the last command in the pipeline).

5. Conditional Checks: Using 'if statements to validate input or
conditions before proceeding.

6. Logging: Redirecting output and errors to log files for
debugging.

7. trap' command: Allows you to execute commands when specific
signals (like 'EXIT, INT, TERM) are received.

Example:



#!/bin/bash

set -e # Exit immediately if a command exits with a
non-zero status

set -u # Treat unset variables as an error

set -o pipefail # Return value of a pipeline is the
value of the last (leftmost) command to exit with a
non-zero status, or zero if all exit successfully.

# Example: Create a directory and change into it
mkdir -p /tmp/my_app data || { echo "Failed to
create directory." >&2; exit 1; }

cd /tmp/my app_data

echo "Directory created and changed successfully."

# Example of pipefail

1s -1 *.txt | grep "report" # If *.txt doesn't
exist, grep won't run, but 1s will fail. pipefail
catches this.

# Using trap
cleanup() {
echo "Cleaning up temporary files..."
rm -rf /tmp/my_app data
}
trap cleanup EXIT # Run cleanup function when the
script exits (normally or due to error)

echo "Script is running."



# ... rest of the script

LSI Keywords: exit status, error handling, debugging, script
robustness, signal handling, shell options.

24. What is ‘exit used for?

Answer: The ‘exit command terminates the current script or shell.
You can optionally provide an integer argument to specify the exit
status of the script. An exit status of 0 typically indicates
successful execution, while any other value indicates an error.

Example:
if [ ! -d "$LOG_DIR" ]; then

echo "Error: Log directory '$LOG DIR' does not
exist." >&2

exit 1 # Exit with an error code
fi

echo "Script completed successfully."
exit 0 # Explicitly exit with success code

Advanced Concepts and Best Practices

To truly stand out, demonstrating knowledge of advanced topics
and best practices is key.

25. Explain 'sudo’ vs. ‘su.

Answer: Both are used to change user identity, but with different

scopes and purposes:

1. ‘'su’ (substitute user or switch user): Allows you to switch to
another user account, typically the superuser (root). By defaulit,



if no username is specified, it switches to root. You need to
know the target user's password. It starts a new shell session as

that user.
1. ‘'su’: Switches to root, retaining your environment variables.

2. 'su -: Switches to root and starts a clean login shell, loading
root's environment.

2. 'sudo (superuser do or substitute user do): Allows a permitted
user to execute a command as another user (by default, root)
without needing to know the target user's password. It relies on
the /etc/sudoers’ file for configuration and typically logs all
commands executed via ‘'sudo’. You need to enter your own
password (the user running ‘sudo)).

When to use which:

1. Use ‘sudo for executing specific commands with elevated
privileges, as it's more secure and auditable.
2. Use 'su - when you need to perform a series of administrative

tasks as root and want a full root environment.

LSl Keywords: user privileges, root access, system administration,
command execution, security, /etc/sudoers.

26. What are here-documents and here-strings?

Answer: They are methods for providing input to a command from
within a script.

1. Here-Document (Heredoc): Allows you to pass multiple lines of
text as input to a command. The input starts on the line
immediately following the <
1. Example:



cat <This is the first line.
This is the second line.
This is the third line.

EOF

This will output the three lines to standard output. Heredocs
are useful for creating configuration files, sending multi-line
emails, or providing input to commands like 'ssh’ or ‘awk'.
2. Here-String: A shorthand for passing a single string to a
command's standard input. It uses <
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